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Abstract: The rampant pseudo base stations have become a major public hazard. They undermine the normal
telecommunications order, endanger public safety, seriously infringe the property rights of the masses, and
violate citizen privacy. How to dig out the spatio-temporal patterns of the pseudo base stations’ activities from
massive spam messages, design effective prevention and control programs, and fight against the crime from the
source, has become the focus of government agencies and researchers. The traditional methods for identifying
pseudo base stations through the user terminal, however, face great challenges in terms of accuracy,
comprehensiveness, and analytical ability, which no longer meet the requirements of identifying small-scale and
mobile pseudo base stations. Utilizing data on the spam messages from February 23", 2017 to April 26", 2017 in
Beijing, this paper analyzes the spatio-temporal distribution of pseudo base stations through non-negative matrix
factorization. We also constructed a classification model through TF-IDF (Term Frequency-Inverse Document
Frequency) which compares types from different classifiers (k-Nearest Neighbors / K-Support Vector Machine /
Random Forest/ Single- Layer Neural Network) and selects the most accurate random forest classification
method. Combined with the land use data, we analyzed the spatio-temporal distribution of pseudo base stations
that send different types of spam messages. The results of non-negative matrix factorization and spam message
classification were analyzed in detail. The results show that most of the spam messages in Beijing are sent along
the road network and in the central city. The number of spam messages during the day is much more than that
during the evening. As time goes by in the day, the distribution of spam messages along the road network
gradually shrinks inward. The pseudo base stations that send different types of spam messages differ in the
spatio-temporal distribution, but all of them favor the traffic facilities and residential area within the Fourth Ring.
The non-negative matrix factorization, which provides reliable results that match with traditional spam message

classification, has shown simplicity in performing the analysis and interpretability in the form and result of the
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decomposition. It can help understand the spatio- temporal patterns of different types of spam messages and
provide evident-based suggestions for government agencies to fight against the pseudo base stations effectively.
By targeting the source of the spam messages, it is also beneficial for governments to combat the illegal
behaviors based on pseudo base stations.

Key words: visualization analysis; non-negative matrix factorization; spam messages; spatio-temporal patterns;
Beijing
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Tab. 3 The classification result and its accuracy

s I 17 Cl1 2 3 C4 (o] c6 c7 c8 c9 C10 C11 -4
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r 1 0.77 0.06 0.69 0.91 0.99 0.85 0.98 0.96 0.93 0.69 0.8
Fl 0.99 0.84 0.08 0.8 0.94 0.99 0.91 0.66 0.97 0.96 0.78 0.81
KNN p 0.99 0.9 0.58 0.83 0.99 0.98 0.96 0.16 1 0.95 0.99 0.85
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