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Abstract: As a type of fundamental and important geographic data, the integrity of DEM data cannot be ignored.
The commonly used technology for data integrity authentication is mainly based on traditional cryptography and
digital watermarking technology. The former is very sensitive to the change of every bit of data, suitable for
accurate authentication of text data; while latter is mostly based on data carrier for authentication, seldom
considers if DEM data content changes or not, and needs additional secure channels and communication media.
In this paper, based on the requirement of authenticity and integrity of DEM data and the shortcomings of related
authentication algorithms, a DEM data authentication algorithm was designed based on the Perceptual Hashing
technology, which can achieve tamper localization. Perceptual hashing is a kind of method that maps multimedia
data unidirectionally into perceptual summary sets (i.e. hash sequences). It inherits the characteristics of
traditional Hash functions such as unidirectionality, anti- collision, and summarization, and is robust to the
operation of content preservation, so it can better meet the requirements of DEM data authentication. The main
ideas of this algorithm are as follows: Based on the characteristics of a large amount of DEM data and abundant
details, the DEM data is divided into regular and non- overlapping grids. Feature extraction is the key of
Perceptual Hashing algorithm. In this paper, the discrete cosine transform was used to extract features and
generate the eigenvector matrix. Then the eigenvector matrix was digested. Next, the simplified eigenvector
matrix was scrambled by using a Logistic chaotic system to meet the security requirements of authentication.
Followingly, the scrambled matrix was quantized and coded to generate perceptual hash sequence. In the data

authentication stage, the relative error of elevation between the original data and the data to be validated was
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calculated firstly. Subsequently, the perceptual hash sequence of the original data and the data to be validated
was normalized to measure the Hamming distance. Combined with the determination threshold, the DEM data
was authenticated. The scope of tampering would be located on the "grid unit" mentioned above. The algorithm
has strong robustness against DEM data format conversion, watermarking embedding and other attacks. It is
sensitive to various operations of changing contents, and can recognize and locate minor tampering of DEM
data. Compared with the traditional DEM authentication algorithm, this algorithm innovatively regards "content"
as the sole criterion of identity determination, which effectively compensates for the traditional digital
watermarking method's excessive dependence on information carriers.

Key words: DEM; perceptual hash; grid partitioning; discrete cosine transform; data authentication; root mean
square error of elevation
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Fig. 1 Perceptual hash algorithm for DEM data authentication
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Tab. 1 Statistical results of robustness tests
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Fig. 5 Tamper localization tests

PEMCEDILAFIWT . an 5(a) 518 5(b) iz, XS 1
3(a) 53 (b) PR iR A 55000 Bt 454
diJa B CEE A5 B 1815 (b) A £ B Y 4 4k
WA BT 7RG . fEAIE AR, BEA [ il
TR HR R 2 A I 5 A B A A 1) R T A
PRiC B, RS R A BARIC 1 A # B
A EAIC . dnk 5 () 5185 (b) Fras s A
BB 25, T LAk B EL B X I A
R o

O Ut B e 2 G A B ARG TN v A4 TR A
Rk, 23 T B X S AR B UX B U
FEES . AT RUREL, Bk XS T B B i TR
TR BLE Y BE T=0.25 , AR S DX DU R
TEAR F% B, X AL DL A S B B A DUV B
1 AT B0 A 3

R3 NRAEBRITER

Tab. 3 Statistical results of the Hamming distance
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